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A method and an apparatus allowing to ensure 
protecting digital data are provided. In addition to 
re-encrypting the data by using an unchangeable 
key, the data is double re-encrypted by using a 
changeable key. The changeable key is used first 
and the unchangeable key is then used, or in 
another case, the unchangeable key is used first, 
and the changeable key is then used. In the 
aspect of embodiments, there is a case adopting 
a software, a case adopting a hardware, or a 
case adopting the software and the hardware in 
combination. The hardware using the 
unchangeable key developed for digital video is 
available. In adopting the software, 
encryption/decryption is performed in a region 
below the kernel where the user cannot handle to 
ensure the security for the program and for the 
key used. More concretely, encryption/decryption 
is performed in a filter driver, a device driver, i.e., 
a disk driver and a network driver, in an I/O 
manager and an RTOS using a HAL. Either one 
of two filter drivers, with a file system driver 
between them, may be used and further, both of 
them may be used. 
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= D ( E ( D ( CI, Kl) , K2) 
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^fc-frd&^t^&^^l^ C2-0 Dt, ##*M^t#-fr**^£Mfc 
C2-0^*,##:tf K2%>®$1$® KO ###&#;fr*^T# 

*>j/fjit#4^#, pp^.^"— ko atsttf-, ram. 



g/m^^JC 19 t. >^^-it 16 17 fe-MtB 

m%%-** 15 t T*«, 16, 17, 

20, 21 ^*f-«.JL. 

-S-^", it#tf ^#&i££#iTS£: 12 ^-8:5.*^- CPU $»$lfc&ft 

m\ 

flLJtB 3 -9L«I^Ja-f-^Jt9i«%4C 2 £**Jti*.Uf& > (STB) #3 

ik% 2 ^^Htlit^n 2/3t^#3S l ft*, 

A£f-: 4fcJ8WJt#*S KO atfr*»#/*f#^flJt*^*A*»*/** 
^-it 35%>i£m% 2 K2*fr**/*f***T***J*-*>*/ 
^W^-tg 39 6*4§,M£JL.5.ftJL&. 

Pp, #L#g&.&48 KO i&4ffr%/ft$tfj®$l%® it 
35i?ft#*;fc33iML**34i£*, *MF*JL38lifcJB* 2 T 

**Bt. 31 X.ftftJMbff*./-*. CATV JL J. 

CI = E ( M, Kl ) 
#tt4MK»Ui*32. 

m ci ft w ************* ci ^ n ft**4*4L#4n t «*M 

1 Kl, £*f 33 t*M****** ci awr*#, 



M = D ( CI, Kl ) 

*f^&4& M ##££t^3l& ( DVD ) RAM il^&f- 

3?/*f^-¥->G 35 ^^^^-iG 36 t. KO C2 

AO: CO = E ( M, KO ) 

= E (D (CI, Kl) , KO) 
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39 41 t» ^^#«LJL 38 ###&#-t-&ife^fc«& 
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3: M = D ( CO, KO) 
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J^Kt**#>t*4*ii»#A* CO-2 Bt, flt-H-d*#.t*0*45-*»*A* 
CO-2 *tfltf*,#.#8;t^£i K0#»3S 2 K2 T 

K0^^4Ll!r>6fe.^^ 2 K2 52Mr 

iiit^ 2 "T^t^^ K2 #f «, i£— 2 T^tW 4fl K2 *.St 



£tt$**f, **»#*it36*lf#**37 
35 t> >^^-^t 40 ^>^^-7G 41 
/*f^-£>t 39 t*$tf-**4fT*«!. £&*T##i£*#-*,36, 37> 
40, 41 ^^iSL%. 
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************ 
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#7 #31, ***at#***^***& 

*4»3f*i£Btf *f*^**#jai*^^**^t*-?- **##fM*-f 
ffi ,T tf^F^tf ^ * *JML*«« 1 #&.*fltfr4^ Jl #<ft HAL( # 
Hardware abstraction Layer) , iflig.**. t#f*** 
I/O^***^^"^*^**** (Micro kernel) , 
jMM*<?i^fi|*X****- API ( ^^^>f«l-H-^^ ) , 



& j: «* & a /a # ^ jb n# * , -5 st* Afrit a # ii. a ^ Ait #fr # 

j|t^#— H«t^w, 

tf*L. It* #MJ*A^*frJ8 It, 

J8 ^^^^r^^t^^^^r^-^T^it^^ (Priority Spectrum) , 
— *t, 32 i£nt, *iit^t^**#^^^*A 0 -l5*.** 
^&^fE (Dynamic Class) , ifc#t tfttft^MJM. 16-31 &Ltf £ 



Bt£^ (Real-Time Class) . 

t %rfr&.M$Lfttt#®% t*rT&8tl«J ( ilt 10ms) 

ft* 100ns#Bt)*U, te;£#)fl#£BtN-|«U, 

10ms tfcrft&tfcf. 

£® 4/9r*#3£ 3 git,* t, #J*m#&##T£&4B:fr3>& 
/^^^hS^^^^^^it^^uf-S^ HAL t#J# OS ifc-fr. 

£t£Bt. 51 ^-H-##Lft#IM£&gt, 56 jUL*-H*JHMfrlbt* 
57^g^^^^^^/«f^-^/t, 58^^^3&(DYD) 
RAM AfltA^F n Jft.¥4t4t4HUt£. 

&*ft%$L 51 $4$%%? KtiJMFftfeJUMF 52. &&Jfll£-API 
3*53, #*#JB^ 54^»HAL55^A, API 3< 53 

g&JL£4fc#&2tJJSJMF 52 54^|bJ, Afc?|4HMF*lfcJlUMF 

52%>&>v£f 54#4t#. HAL55 &3-fc-%k*fe%%* 50 #j|lTJ^, &!&*t 

4Mfc£&J0UMP 52 59, 60^*^-f-i«fe*A. * 

«4p 54 $£>H&4* 62, 64 iM*»c* 63#&, *U*«««* 62 * 

I/O f«4il«t«««ft 64 * I/O 65, # I/O 

tfa^u^att 67 ifrm&m.-&&ft 68 3F-at4MR3fr*L#, 

«JLjJfr*JH-#4E. I/O 65 I/O f-S^f-S^itlE^^L 

# 67 AWa-SL^iM- 68 ^F«.4S-«^*^4lRI^ilJlL««t^fiL^ 66 

g^'J^^JJLT, T3£^4*3r^;fa^/#^&^>£IMfc&£. 51 
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&A a £*#T£^^^/*f^&tf HAL55 t, 
#C2, 2 K2^t^-^, 

3: M = D ( C2, K2) 

= D ( E ( D ( CI, Kl ) , K2 ) 
#^#M*frtfe^^^jltj£. 56^. 
£8* OS ft^fe^ti&^ft&JM?. 3 £*fc*Jt, n% 

Ht OS HAL t^Mf. ^T«, ^^T^T 

58 tflt***^**- KO 

JQ# K2 2t*f-JS-;frp^, Pp^9^4B KO#L^, ®4t&& 

^■aiilStJf 2T**^IK2ii»#, #r*, ^t-#*^2T^4«K2 



£ 2 -T3£## K2 KO 

a^^* 64 f tilt****** 66 taut . 

® 6 #T^#^#£#^7i)lat&3£3&^ 66 I/O *24U*<B 
64 

£4*A ft ft I/Of«***«ftUWTW 

&2.%2Lft&i&m&&fr 69, f 70 *>%L&m?h&fr 71, 

ME-*, £*#&&$Mfr^>$ 69 tt-MtA*,* 70^«:^ 

71 ^ra^ft&gJSE^^ 66A iilft&l|J§K#^ 66B. 
m^M&&&&iSi&m-*lim& 66A#»ft&§S&3friM^ 66B tst# 

*tS#»#£l 6$ <f i££ft afcg^iM^ 66A i&ft >&3^3fr3M^ 66B t3t 
;t&j^#>*;F&##tt&^ 54. <a^., -^4fL4ft«.^^#^^ 

^ttf^ &$fctfl%klkft$jfe$L%m3j%.fr 66A *.ft*S«3f#L£- 66B 

#^ i/o*«*Ufet. 

CATV /•^t^lI/-#f/'M^ 8#W 
^F9^iS:4-i& DVD. CD¥ft^4MHMMt*«*ft.^4Uftfeja4E 1 ^-Jt 
Kl 3&4tfr%, 
CI = E ( M, Kl ) 

#$L®r, CI 4Lmm.3tfri*1[ik*9L* CI toft $ 



4HK1, iMrt*#**MMh* 52i£#*ft, 
M = D ( CI, Kl ) 

U #1 M ( DVD ) RAM 

*4|l + *I£*HJ**>*MF4MLN\ 66A 66B t. 

^ JK 2 Tttl? K2 ****** M 
A2: C2 = E ( M, K2 ) 

= E (D (CI, Kl) , K2) 
*.«*.#4»**.*»*/«f*HL* 57 t. 

to»$$L& C2 at#*#*»*. 

A2-0: C2-0 = E ( C2, KO ) 

= E (E (D (CI, Kl) , K2) , KO) 

If4|-*I«*-Jl-*»#A* C2-0 Bt, 57 

K0 2t###^, 
3 2: C2 = E ( C2-0, KO ) 

= D (E (E (D (CI, Kl) , K2) , KO) 
Sbfc, ^J»Jt**^** 66Aif* 66B t» *M**f #it* C2, 2 
K2 aat4r*f#, 
3: M = D ( C2, K2 ) 

= D (E (D (CI, Kl) , K2) 

Sit*** KO #>3?4L-tmtf£ 2 

4» K2 *4lLWJt4lf* KO *4t#-. B*#*£T«&&35 2 

K2**&, at— ^*#-JE 2 *T£*4B K2 jMt#*#* 
&*h, £ 2 K2 .fi£&fl8;t$#K0 



JBtt*»*j&*iUfc*»*it*. 

64 t #J&m-&m.ft 57 *>mi&m*t>&.fr 68 tat#. 

6 i/o ^«*M*^*4kJ^Ji4i,&s3T'&j&fc 

^ifc^&r"^ catv > k ##»it*jLjLj^JHF/ > -4Ht*N 

^m&&4b'& DVD, CD^^^-#^H.#W^^t^^^ 1 
Kl 3t*r;fr»&, 
CI = E ( M, Kl ) 

&4t*4i'*it£ftJt CI tfLtf ig.it#>;fr ^^^Ufc CI #1 R 

4^ Kl, 52 2t4r*f^, 

M = D ( CI, Kl ) 
# 44*4f#4UfrM ^^.^S. 56^£-tfe. 

£ #a Af # it* m ( dvd ) ram 

68 XiiSL%-m%m.fr 71 t, 2 K2 ****** M 

A2: C2 = E ( M, K2 ) 

= E (D (CI, Kl) , K2) 

i^^/Af^jSLS: 57 t# 83^43 KO xt-fr^^t* C2 
*, 

A2-0: C2-0 = E ( C2, KO) 

= E (E (D (CI, Kl) , K2) , KO) 



57 t, ^^^^tbil^*«^#^^^#^^^t# C2- 

0, itft ®&%& KO 

3 2: C2 = E (C2-0, K0) 

= D ( E ( E ( D ( CI, Kl ) , K2 ) , KO ) 
Ztft, &tt%&W?h$Lft 67 68 &lik&m$m.ft 71 

t> *t-F5-*f^iU&C2, 4&m?r$L$4ft K2i£#*f^, 
3: M = D ( C2, K2 ) 

= D ( E ( D ( CI, Kl ) , K2 ) 
##J##&&#M%ifc^^3L3. 56^. 

3££#i£^&:^^#&M.#;&^. foft, ai.it£>fctf 

s;t^4B KO-if->^4Li5r^^^ 2 K2 5t^f#^W, *p4stS£: 

^4flK0:sL&^, SlMfcitTtt ii.it |5 2 *T£.^4* K2^»^, <t«. & 
— #jgUfr|5 2 ^T£^£l K2 ;£i&#;fa^^^#jSf^tfc£.#-t-^®5£. 

# *f 8 - 185448 -f" ( EP0704785A2 , 

USSN08/536749) ^r^.^^#, 2 K2, $4lr&£>ftMF 

57 ^#CPU#*&gt 

£il4^jtifc B J9#£^*!) t, 1 ?T£-%& Kl 4^, i£>fc# 

£ 2 *T£^3l K2'*>A*B;&*4l KO. £^#^93 6$ t, ii-it 

3 TSt^^ K3 T#Ji;^EAi&#&^&^#^# 



DVDRAM ^- 1 3, ^ & W ft ^ #iH # # . 

80, «4V^T^ix.^i94rM«#^AA-T'4R>«M 
**JBt*4t£4HMHMt- 81 tN", AAAH)t4F41 ko 
*, T##40M£# DVDRAM ♦ + *«*HJ**^*#3L 

*h KO 3 T£.#$S K3^t###*»^. 

£i£®t> llJ|.*it***Jt/-^ it* CATV r&%>$L$ X3L 

DVD. CD 

ft**.***, *Tf*MMttiH!tJ!, 1 -^£^43 Kl aMTjfr*. 

CI = E ( M, Kl ) 
#4£*Mjl^:£:12. 

ci 12 t> &.#4l^#t^#£0 

i «r£.^4n ki, &m$$.jt 13 **m»4f#.*#.* ci sMrif #. 

M = D ( CI, Kl) 
4Wtt#**#M 14?4frft. 

**#*#jfc^#**t*M*#*rt*^1i^*^J8^*3k 
*fMHfc4Ml t*IM**##T#f&*MM* DVDRAM*t***W* 
**MP4MUU-. 19 ^*»^#-it 20 t, 

tfLm^$& f^&Htfl&fa-fig: 12 2 K2*fr*f$ 

^L#Mit##*»^, 

A2: C2 = E ( M, K2 ) 

= E (D (CI, Kl) , K2) 
C2 fMS-^ftlKf*** 12 ^*L^^T 12 *JBI**£¥ 
JMHMMl ttf, 15 16 

t, 4LX t* JL*4RjlrX.*'$tm$t*X t 15 t«* 

4g KO 4HM»*4Ut C2 3Mf4WM»*. 



A2-0: C2-0 = E ( C2, KO ) 

= E (E (D (CI, Kl) , K2) , KO) 
C2-0 4M5-£4M|.*#. 81 ^ t- 

$#^>^/#^4^15 *f^#-it 17 t, tfJMMMUMl t# 

***-JM*#*t* C2-0, ^t^i^^rtlS.S^^^A* 1 ^/^^^^ 

15 f tiB&.4f*M)HB KOat*r*f&, 
3 2: C2 = D ( C2-0, KO ) 

= D ( E ( E ( D ( CI, Kl ) , K2 ) , KO ) 
= E (E (D (CI, Kl) , K2) 
3t.fi, £^£#4fl^^/«f^^MG 19 tfJ&f^X. 21 t> *} 
#*?^£U&C2, ^flT^.^ K2 2t*f*f^, 
3: M = D (C2, K2) 

= D (E (D (CI, Kl) , K2) 
ft%$t%H%t&%i-3.i*$-S. 14^. 

AUfc>#3M£ 81 t-&& C2-0 Bfr, 81 t^-S->^ 

&4fc C2-0 *t*J*. &tf-*r£^48 K2 1*3 & 83^^48 KO 

C2 4M5-£'h-*|t£.jL 82 DVDRAM 

ttt*tt4M**4.*Uff£l2 3-5T^^^K3Xt4|-^^itl&C2 

A2-3: C2-3 = E ( C2, K3 ) 

= E ( E ( M, K2 ) , K3 ) 
^^^^^^^L5.82 6^^-S-^^^C2-3 Bt, 

^#-iG 83 6t«f^^iL 84 t» ^t^^ 3 -5T3£^ K3 
>^^t#C2-3ii^t/5f^, 

3 2: C2 = D ( C2-3, K3 ) 

= D ( E ( M, K2 ) , K3 ) , K3 ) 
= E ( M, K2 ) 

St*, &T5fc&&^;fc^/$f&#-7t 83 ¥)&%%-jt 85 t, 



tf-fr;fa^£U&C2, $Lft% 2 K2 2t4f«f&» 

3 : M = D ( C2, K2 ) 

= D ( E ( M, K2 ) , K2 ) 
#f>]# Jlf ^2t# M^sfe^^S. 86 

i£####iIJ&>MMfi£: 12 fti!LS.JI-# CPU ^^^^^^^-H- 

tiLftm?L%® KO 3&4ffo% 15*» 
41/3 |5 2 TT$L%& K2 St#>^/^^^T^^4«^^>^/^^#->t 
19^#X-tiXi^5.^, ®;$^#>&£>MF3L£. 82 ttf^T^ 
DVDRAM ^t^^*«^^^#^^^» St^&i 
$L$i% 2 *T£^4)I K2St#>^/^^T^.^^^^^-^X. 87. 
ifrTCfrjMl^tefl, &$L3F&&iiLr&* CAT? 

® # W * H **4h* DVD. CD 
*M***ft^*.# 11 ^fl * 1 T£.^<t>3 Kl 3t4f*»#, 
CI = E ( M, Kl ) 

CI 12. 
£&#i£;fr»W£t^lU& CI #^£:12 t. £.«M.#4ll + 
#1% 1 nT£^48 Kl, 13 tlM****** C1 *Mt**. 

M = D ( CI, Kl) 
#ij*$<f#*t**M 14 ^Ift-tfe. 

81 t tf. 15 t. 

m KO CO i&4f frfrg, 

AO: CO = E ( M, KO ) 

= E (D (CI, Kl) , KO) 
*Trt*U***»*/WH 19 >^3-/G 20 t. 



AO-2: CO-2 = E ( CO, K2 ) 

= E (E (M, KO) , K2) 

CO-2 81 * t- 

^^^^^^81^^##^^^:#CO-2 Bt, 
3>^/#&4>t 19 21 t. >*JSMMMMM1 t"^A^# 

-fr>^#U&co-2, 2T£^4B K2 2bfr-if-*f^, 

3 0: CO = D ( CO-2, K2 ) 

= D ( E ( CO, K2 ) , K2 ) 
£®££4lJ#iU*$/*f^#-iG 15 17 t. #4f-*f 

^Itl&CO, 4tmWL*4A KO 
3: M = D ( CO, KO) 

= D ( E ( 11, KO ) , KO ) 
#fj#j&f$£tl&M^ifc^&^jit3. 14^. 

JSUM-*#. 81 f CO-2 Bt, 81 t#-S-^ 

£UfcC0-2*fc*3^, 2 K2$>m%-%& KO 

£ j&f&!U&M##^h^j&3: 82 DVDRAM 

•vftH#J&fa-&£: 12 3Ttt^ K3 #*f M#;fr»^ 

A3: C3 = E ( M, K3 ) 

= E (D (CI, Kl) , K3) 

£ 12 l*3£iW3£ 2 T3£^# K2 C3 $ 
48* C3 — 2> 

A3-2: C3-2 = E ( C3, K2 ) 

= E (E (D (CI, Kl) , K3) , K2) 

&%-fr*$4L& C3-2 DVDRAM W J**M8Jfr*MF*.JL 82. 

£#J*m**h^3LS. 82 tf#4f->^£U& C3-2 *t, &TT$L$&3T 

iU^/J$f^#^83tfJ&f^#-7G84 t> ^ £t4£ C3-2, -l&Jfl 



% 3 T£.^$J K3 abfrflf-W, 

3 3: C3 = D ( C3-2, K2 ) 

= D ( E ( C3, K2 ) , K2 ) 
££A, £-^£^4*;3r;M*&/#£-¥-ib 83 &lft$%-7G 85 t> 

C2, 3 *r£^# K3 2t#*f^, 

3: M = D (C3, K3) 

= D ( E ( M, K3 ) , K3 ) 
j&f^£L4&M*&-ili^.&^3L3. 86 f-. 

, T^^^J^^r^t^^^r^^^it 80 t#-#|S 3 T3fc& 
# K3, ^T^t^^^iO^^TC 87 t#-fl# 2 Ttt^ K2, -Ml/T 

9L 20 t^#T£^&>*-3>^#->t 87 tf^fe. 

fi^ilBJT>^#-X, 16^«f^#->t 17 fe^^^^^^ 
^^/Hf^^^C 15 t> 20 j^jlf ^#-it 21 &^>& -r£.&$l 

7r^fr%/fy%%-9L 19 ttf £&4LT##^##-iG 16, 17. 20. 

$£##^#iiit#4MS£ 12 CPU 3*&£fc&i£#^it 

g 10 J^tf^ 8 5 J^tflS 4 & 

T##*M*- 92 # DVDRAM ^"t^^^WM- 93 ft*h^# 

T£^#^£>^/#-^#->t 90 A 91, to^&ft&L&J 

J§£3fr^ 67 «f4f 90 t*.JB % 3 Ttt^ K3 

93 ft*HF#altf*fr<>LT, ^*W^IS^^68 
£T£^4B3r3>&/*f^#-it 91 t#J8£ 3 K3 



*jfc«afc/-*K catv /-^4b^JL/-#4F/"#%4-« 

^R&-i&4ML DVD, CD ?it*4Ml-JMMfcft«*Jt?ftJl- 11 ttJQflC 1 

"*T£#$1 Kl 

CI, = E ( M, Kl ) 

>^^^^^*t^^fcl&Cli5.it^>^^it^Cl^^^^ 

CI AJfl^ftHt^li^* 1 T* 

Kl, **#**JL^MF 62*4fH*. 
M = D ( CI, Kl ) 

£ it* M ft a$ ^if ##L# ^ ^ /fl # &^>EM5-dgM*. 81 
t. DVDRAM ^^t^^*«^^^#^Bt, 

66 t, *J8M.#*I t«^****^**Ji.^ 52 ft£& 
#1% 2^T£.## K2 *t*f^£t4&M 

A2: C2 = E ( M, K2 ) = E ( D ( CI, Kl ) , K2 ) 

JflMMl 88 ft#>^/#^#-;iG89 t, i£m®ft$®KO 

% C2 3Mf ^ , 

A2-0: C2-0 = E ( C2, KO ) = E ( E ( D ( CI, Kl ) , K2 ) , KO) 
##7&##*»^ltl& C2-0 81 ^-t. 

£*Jfl*MNfc#- 81 C2-0 Bfr, 88 ft 

6^>^/^^#-iG 89 *,J*^MNMMl t^*^^^^^C2-0, 

$ 3.^^48 KO d&#-jf*f ^, 

3 2: C2 = E(C2-0, KO ) = D ( E ( E ( D ( CI, Kl ) , K2 ) , KO) 

C2, 2 K2 2Mr*f^, 

3: M = D(C2, K2) = D ( E ( D ( CI, Kl ) , K2 ) 

ft%4t& M m -F*l &£iiSjJ^i£3. 56 ^F*- A^F. 

§^^&^C2^^ DVDRAM ^-nT^^^^tBt, £T 
£^&^;^/*f^#-iG 90 t» 2 Tf***l K2#*J-**«* 

C2it##^^, 



A2-3: C2-3 = E ( C2, K3 ) = E ( E ( D ( CI, Kl ) , K2 ) , K3) 
# % $ C2-3 DVDRAM ^ T# t . 

£#J;8##£T#^*M^92 t^##>^^^C2-3 Bt, 

90 t> 92 t^*^#>^lt# 

C2-3, &m#<$® t^ft*fl«iM*#*fcjiUMF 52 3 *T 

£^48 K3 

3 2: C2 = E ( C2-3, K3 ) = D ( E ( E ( D ( CI, Kl ) , K2 ) , K3 ) 

C2, 2 K2 2t#*f&, 

3: M = D(C2, K2 ) = D ( E ( D ( CI, Kl ) , K2 ) 
If M m T*)Mif 56 

*t*h, £4U»ftft* C2 93 l$)*h^#ilBt, 

^#->C91 t, 2-5ntW^K2^#>»^^:l&C2 3b^T-S-if^^, 

A2-3: C2-3 = E ( C2, K3 ) = E ( E ( D ( CI, Kl ) , K2 ) , K3 ) 

C2-3 &&m&93 ^^h^P#il. 

^/#^#-*,9lt, ^^it#C2-3, 3 K3 3t## 

3 2: C2 = E ( C2-3, K3 ) = D ( E ( E ( D ( CI, Kl ) , K2 ) , K3 ) 
St*, £*^>&/#$#fett&&S4Mfr^>* 66 t» 
C2, 2 ^T£&# K2 2t#*f&, 

3: M = D (C2, K2 ) = D ( E ( D ( CI, Kl ) , K2 ) 
*f#*t*Mflf-*l«ih**L*4*#*iitAlA**.i 56^&- A*. 

51 Aft HAL55 t^-f 
^^"t^-BL^T^^Bt OS (RTOS) iJt^f. 
il# 3& # it it 4Ufc# « # A* # CPU * It, & J* 6* ^ if 

«f«ftS«§4&S«^ 66 «* I/O *aUMfc«<*JUfc 64 



i/o ^ 2*4*<&«ft 64^jL#,i:*ijT>fr>&6&z#it# * t^m^m. 
% 69. t rum*** 70 & ft %TSL4-m.&m~&&i&m%imj? w 

m&m-fr 68, jit^Bt, £3:{K$glJ5K3&^>^ 69 60-h^>g:^t^«i^ 
&&H3£3&^ 66A 4LHM«#i0L^ 66B. 

j&at^aifc DVDRAM ^T#3fr*M£t^& ^#31*}-, 

66Ai&atfc&SMfr^ 66B t, 4fc*I*UlM» + 
& I/O &m.#L&'V%t*k ft AM % 2 T£^4H K2 J*;MFft*]f 

A2: C2 = E ( M, K2 ) = E ( D ( CI, Kl ) , K2 ) 

Bt, 88 rt#>^/J&f^#-7G 89 t. KO 

^.#C2St###>^, 

A2-0: C2-0 = E ( C2, KO ) = E ( E ( D ( CI, Kl ) , K2 ) , KO) 
##^#-5f^^lt4& C2-0 81 *. 

81 ^^##^p^^L# C2-0 Bt, 88 ft 

tt>^/)5f^-£;?G 89 t,*t>Mfc#*!M£81 t^*^#^^^t#C2-0, 

3 2: C2 = E ( C2-0, KO ) = D ( E ( E ( D ( CI, Kl ) , K2 ) , KO) 

at«fc, &&t/ft$$i&#j&iaL%m3ijm-J? 66 t» *t##^£tl&C2, 
&;83£ 2f$^ K2a£4r*f^, 

3: M = D (C2, K2 ) = D ( E ( D ( CI, Kl ) , K2 ) 

jfc*h ^#^Jt*t^C2^#^. DVDRAM #-T^^^#-tBt» 
88 ftiftfo^ 90 t. *J8,Mf4S t*«#M*«** I/O f& 
64 fl£&#3S 3TJt^ K3 ^#^&4&C2&##-£-;fc^, 



A2-3: C2-3 = BCC2. K3) = E ( E ( D ( CI, Kl ) , K2) , K3) 
#;*#**'#£*C2-3##&DVDRAM*-r##** + - 

88 90+, X^W**™ 

; #C2-3, -Btffl* 3 

3 2= C2 = E(C2-3, K3 ) = D ( E ( E ( D ( CI, Kl ) , K2) , K3> 

at*, ****.*/*f*^<fe«**s««^ 66 +' ******** 

C2, 2T*.t& K2 3t#*f$. 

3 : M = D (C2, K2 ) = D ( E ( D ( CI, Kl ) , K2) 

0 ***** M ffl ^*)ffl-H-**«.«*^* S! ' ,6 ' S -** i 56 t*?fl /u 

C2 «*«*»• 93 ** , * / * 
***. 9 i+, 2 T3t*«K2 C2 

A2-3: C2-3 = E ( C2, K3) = E ( E ( D ( CI. Kl ) , K2) , K3) 

91+. ***ft»C2-3. 8 
*%2: C2 = E(C2-3, K3 ) = D ( E ( E ( D ( CI, Kl ) , K2) . K3) 

at*, 66 +• tf***** 

20 C2. *J8# 2?*.t«K2it#ff*. 

3: 1I = D(C2, K2) = D (E (D (CI. Kl ) , K2) 

ft ^^$UfATJt*fl*Mt*»#*#**' i£ *' ***** 

**' ***** 

«4«ko*a*. **»**«**» 2 

2 *r<t#a K2 *f*a£*f+* «*• 

30 **. * 2 -r*** K2 ******** ko 

flj 4fc ft S # .# * ^ *-* • 



$t & , |L # *f -f- 8 - 185448 -f- ft. ( EP0704785A2 , 
USSN08/536749) #ri£tf*F#, 2 K2, g 

j&*K #-££r&Ji, Kl, K2, K3, KO^T«&#* 1*1 

il#^^#iiit^.^ 88 CPU ^&^&^^it#;M£ 

# #> 

287014 ( USP5867579, EP0715241A2 ) /^#-fr>^/-55-*f ^$LS.iL 
USP5805706 ^r^^#>^/-i!-*F^^5., T^^HMK 

a 12 «-*^**#*i*a*.jL^*A*i. ***#*i*a*.JL 
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#.*K #-£^&JL, %ft*Lf S3L3.#^##. PCMCIA + , ic 
IC&L#6«&£:&. 

^E.^®t, 101 CPU, CPU101 3£&#J&g, 102 Jiai^ 

ROM103, RAM104, 105, #.Jt3R3frg 106, CD — ROM 

% 107 %>T%®ftmmr 108 ^. 

109 jt%ft%Lf&$LM., 109 
110 JS.«,^^-cr 113, 114 jfcJr^p^a 115. 

n 113, 114^^r^^cr 115 £i+#;M$>h^ 

#]J?.g^;£X 116. 117^^r^*L118^#. 

>W/^^#-iC 110 *#J&f ^#.;?b HI jfp^a^#-7G 112. 
;fr^/J&f^#-iC, 110 ttftf&iMt 111 *>M$%7L 112 
&£fc&ft 102&.&, i^^^^C lll3ti?&^^^a 113, ^ft&v 
1143**-*p4&P 115 

^^ii.it^^^'T a^ts: 109 CPU * £,&ft# 

Z>%-$#J#L3F$£&i£ZL&m*bnr 105 106 
J^imW^iH* 108#ilBt, £-JM»*JM. 115 t, ^$2nt45 
K2 St *f 

A2: C2 = E ( M, K2 ) 

= E (D (CI, Kl) , K2) 
#***^*:4tC2 ft 102, ^«tA5K^r^ 105 

106 JL«jMM)4W* 108 

^.^^ 1 Kl jk*j£ti4t4MM* Cl4l*tt&ft 102** 

AMf^jtm, &.m% i ^r£&& ki a^#*f*. 

M = D (CI, Kl ) 

iHM*tf«*.£ 109 rt^^^^a U3. **f4fci> 114 t#4MU£& 

^&Af4f«»iL^4b*H«-tI{*4r^«.il8ai-, *L4r^*i#u lis 



%-$LX 109 ^h*^. fl&JL, 

#&#it#jL&*&, &^^il^-|-^#t^^#^^^f-S^LS 109 

#. 

flrt*#fctf«*JL 109 tt«*f*a 113, -f-**** 114 
*.T#*t«#*f 

«. 

jJfc^K *4Hx.*9E4LXiil-?-4HK PCMCIA IC 

-M, IC 

MSt. 101 A CPU, £5 CPU101 **tt&$ 102 Ji**# 
R0M103, RAM104, S- 105, 106, CD-ROM IK & 

% 107JMI+!*f?!£- 108^. 

120 jUMF*L*4U|tJL, *4f?*l* 120 Ifr*f If 

110 4L*H£JMTB;tlf 121 3U*##.**a 122, 

£S*tf 123frfa%$Tt?g:X* 124. 

HO*****'* 111 112. 

j**K >^*«,jft*a 122, lZ%>t»%*T*V&v 124 

£-H-^^^^p^^^>^^t^®^^^tJ. 125, fo%$SL&?^rt: 

it&JL 126 ^^P^^tl&^T^*L 127 **. 

110 to 111 112 ^P-^-H- 

**. 

®3l$4nfr>$$-7L 121 i* a 122, ;fr^-£-jft*a 123 

*xW^M*^ 122 £fc^©>gL.£^j&3. 125**, 

*t* i23J|*4flt4M*-±;&£.JL 126**, i»4r4i-^*n 124-5;** 
#*t#4r^*C 127**. 



fr%£L$®$LM-*ML$. 125 jpx %%LM&* 122i£4£#B& 

%®ft&$LS. 128, -5 m7L%$\ft%nLX 128 D/A 131 

ifpJ? D/A 131 JL^^LS. 116. 

126*^^^-t-^a 123^6^9^ 

%&ft$$LX 129, ^ Q^^lAf 129 &4£tf D/A 132 

D/A 132 m 117. 

^^^•h-^P*L127^r^^>^^r^*L^a 124iM£#8£^& 
#^3tXl30, %m3L%&ft$$LX \S0&&tfj*Tff¥> 118. 

#^T, 125, fa 126 

1 Klip4rj&^lt^MCl-J^^lit&l| 102 

#^#^111, oun^Kmw. 

II = D (Cl, Kl) 

U &ft$tfj$L%$L& 105 #L&m$J& 106 

I.iJ*i«*ii^iP1* 108#iHBt, ^#>^#-7G 115 t, tffi$2^ 

K2 at4f#>^, 

A2: C2 = E ( M, K2 ) 

= E ( D ( Cl, Kl) , K2) 
-jM»#*t^*.# C2 102, 105 

IR^rg 106 JLHM*,?I+!*MI# 108 

S&JMfti*?** M*&*4v*Jfc«&JL 125. 

126 4>4HMft4r*Hx. 127 Bt, &%*ft*k t %12.%X 120 
@^>^#-it 121 t t#.fl K0 2Mt#;**^, 

AO: CO = E ( M, K0 ) 

= E (D (Cl, Kl) , K0) 
ftito^ZSL^gLZk CO^t-ia^^j^^-a 122,^^^-^-^w 123^>^^T 
^p^a 124 t^^-##^^^^-^^-t CdO, ^^>^-fT^- CaO *>M 
^4x^"fr-§- CpO&-tfe. 

4Ufrp^*«JK«&tt 122 125&^tfjfr>$£.ifift 
-f- CdO&@5t&4fl#^i&£ 128 t^^9^^ K0i£4T*f^, 



Md = D (CdO, KO) 
ft * &^-f- Md £ D/A £&SI 131 t t*ATi**&**W. * 

£a^3L3L 116 t-S.^- 

S*A**.JLll6j|.T«X**#«:*it*«0ft«**. 

£.Bfr, *t***D/A £#:3I 1.31. 

JUL***-**** 123t^*i#ft*J***ifc*.JLl26»X«&*»*J> 
-t-^-f CaOvfcWJt#*ift*#.JL 129't*J« WJtJMl KO SMflMf, 

Ma = D ( CaO, KO ) 
ft#>-jM*-$"Ma£D/A***132 t tWTt***«*#t. # 

4lii>4f 124 * Ai***.****. 127 H-^^^^^T^F 

flr-fr CpO&®&%®ft$$LM. 130 t^JQWM^I KO jt^Tft*. 

Mp = D ( CpO, KO ) 
ft^^T^^-f- Mp iUt*T*i»*L 118 *T*P. 

120, ft-^^ft****^^*^* 

120 4L*MMk. 

*L*f«*« ***n^4r^*a, *T«U,*. 
#^^2JL, T««iB 120 121 

its*******. 

@ 14 ft*t*jUHHi* **.jl*&x--j1*A*i. ^t^^#*l^s 

7&-£4r&&, **.JL«-T-##. PCMCIA -J5\ IC-M.IC 

^tgt. ioi cpu, cpuioi 102 Ji&&^r 

R0M103, RAM104, JfltitV^S- 105, 106, CD-ROM 

jS- 107 *»-9l#)ft^3& 108 ^. 

140 *4f**«*JL 140 J&ft^/#;**#-£x. 

110 131. -fr**? 132, *T*P#n 133^0^1 



134. 

110 111 112. 

&$L&m 135, ^MW\&$®te%$-7t 136 3*4r*P#l 

137, £££#/t#tf;fr^&;*, **T«X£J8 

j&f^/-&>^#-iG 110 tfJ$f^#-7b 111 #»45->^#-x, 112 ^-^tt 

102 lliat^-^^^tr 131, 

132, 4x*P-&n 133 ilMn^^@t^^*'t^it 
135, -%-1&n$l%&fo%$-7t 136 ^»^r^p*L^ E£.^4B>^#-;>G 137 

135, ^-^S^^^^^it 136 #»*T*p 

125, i»%&&?^&&X\2Sfrfr%$k.&*Tf?fal21&&:. 
5t#^^^5i.^±^#*l^a^5. 140 CPU 

in**:* H JL 125**J|**IWJt#^l*»#** 135* 

^^S^L^^^^^S. 128, 128 D/A t 

131 OfrM D/A 131 116. 
i>*M^^-4:iUtJL 126**^** 136* 

129, J§ JL 129*^:^ D/A £ 

132 D/A 132 P Br 117. 
*p^#t3£*r*P#L 127 J^-^^P^ aX**!****^ 137 

@3L^4S#^;&£ 130, *%m 130 ****4T%»*. 

118. 

125, 4p*4t4M*-*iMt2. 126*»*» 
#A**T^*» 127 II ^aE*^^^^^. 

l^M^Kl^*^***.* CI 102 
111, «.JB# 1T***IK1A^*MP. 
II = D (CI, Kl) 

U e.<f#**$t^£t*M&fllit«#3- 105 106 



JL****J*Mi* 108 4Mtot, 115 t, &fl^2^r£. 

^&K2 2t##>&» 

A2: C2 = E ( M» K2 ) 

= E (D (CI, Kl) , K2) 
4f-;fr^^^lM&C2>i*^&M.&^ 102, &&&m.*h& 105 *4 

«L3fr H 106 JUM A* M #W S 108 #51. 

^)^^^lt^^t#M#-ifc^^^ltU^^r^S. 125, ***UM 

JL 126 A*»#*UMr^#. 127 tf, £.2MN*.tf 140 
tiftJUfcO 131, -t-Mv 132, ^T^p^n 133 t, ****** M 

*feA&4"r4-*^£-X lie, 117 *»4r*P*t. 118 tift 

^^U&Md, Ma*»Mp, &^^JL^ffl S3:W48;te^#-iC. 135, ^^t: 

136 %>ftff>fomm%-$&fr$ j t'X> 137 1» 

CdO = E ( Md, K0 ) 
CaO = E (Ma, KO) 
CpO = E ( Mp, KO ) 

-ft#%fr'%&-* J fe J %- CdO^-t^iMt^ CaO^'^^^T^P'ft^-CpO 

tk3.-*m niL%&t*$%-7L 135 ft;fc**t#JL*#.X 125 
jfc****-* CdO 128 t. *.iB«JtM KO* 

Md = D ( CdO, KO ) 
*Mf JL*4M" Md £ D/A 3£;&3£ 131 t^^A^i^^UM*-*. * 
J.*|tJL 116 + 

itN-, 3s*X**X lie JtTtfJL*********** 

JL^#.JLN\ tt^^^-D/A 131. 

126 CaO 129 t«L/BW** 

48 KO &4f*F#> 

Ma = D ( CaO, KO ) 
<f#*.iMiMf- Ma^E. D/A jtj^S- lSa.+ JUfeAT********. # 
*|J9&>& 117 



>t 4x^-5- c P o£EJit##t&3: 130 t&^B&t^ K0 

Mp = D ( CpO, KO ) 

*f ^^P'fir-f- Mp ii.it 4t^p*u lis 4r*p. 

140, 

140 

#6**t-*>, TTi»*U8*4Mt*«*.JL 140 131, 
132, 133*&S#i*^lt^£t4fc. 

3,. ■a#^^4^^'^^^-i-^60 DES( Ifc4fc;fo»^#>£: Data Encryption 
Standard) #£t*&# 64 $-&fr&)k2t4tfr>$ • 

-g-»«*N£— **4fr*fc.fl*H ****** 
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